Thoi gian: 75 phut

PHAN I. TRAC NGHIEM (3 diém)

1.

Céu nao sau day thé hién thu ty ding caa md hinh OSI?

A. Physical, Network, Transport, Data-Link, Presentation, Session, Application
B. Physical, Data-Link, Network, Transport, Presentation, Session, Application
C. Physical, Network, Session, Data-Link, Transport, Presentation, Application
D. Physical, Data-Link, Network, Transport, Session, Presentation, Application
Hai giao thirc TCP va UDP hoat dong ¢ ting nao trong mé hinh OSI?

A. Network

B. Transport

C. Session

D. Application

Cac thiét bi mang Router, Hub, Switch hoat dong chinh ¢ céc tang trong mé hinh
OSI lan luot 12

A. Layer 1, Layer 2, Layer 3

B. Layer 2, Layer 1, Layer 3

C. Layer 3, Layer 2, Layer 1

D. Layer 3, Layer 1, Layer 2

Mot may tinh c6 dia chi IP 1a 192.168.10.154/28. Bia chi mang cua may tinh trén
1a?

A. 192.168.10.144/28

B. 192.168.10.128/28

C. 192.168.10.0/28

D. 192.168.10.192/28

Mot may tinh c6 dia chi IP 1a 172.16.10.70/27. Hay xac dinh day dia chi IP ctaa
mang cé chira dia chi trén?

A. 172.16.10.65/27 — 172.16.10.94/27

B. 172.16.10.64/27 — 172.16.10.95/27

C. 172.16.10.1/27 — 172.16.10.96/27

D. 172.16.10.65/27 — 172.16.10.95/27

Trong dich vu DNS, record nao sau day dugc dung trong truong hop anh xa tén
mién thanh dia chi IP?

A. CNAME

B. A

C. PTR



D. MX
7. Trong dich vu cdp phat IP dong DHCP, cac goi tin trao di gitta DHCP client va
DHCP server gdm 4 goi theo thi tur 13?
A. DHCPDISCOVER, DHCPOFFER, DHCPREQUEST, DHCPACK
B. DHCPDISCOVER, DHCPREQUEST, DHCPOFFER, DHCPACK
C. DHCPREQUEST, DHCPOFFER, DHCPDISCOVER, DHCPACK
D. DHCPREQUEST, DHCPDISCOVER, DHCPOFFER, DHCPACK
8. Céc cong dich vu trén server cua cac dich vu HTTP, HTTPS, SMTP, POP3,
Telnet, SSH lan luot 13?
A. 80, 25, 443, 110, 23, 22
B. 80, 443, 25, 110, 23, 22
C. 80, 8080, 25, 110, 23, 22
D. 80, 81, 25, 110, 23, 22
9. Mot VLAN duoc dung dé chi cac thiét bi trén mang ¢ cung chung dat diém nao
sau day?
A. Cung collision domain
B. Cung VTP domain
C. Cung Broadcast domain
D. Cung chung giao thic dinh tuyén
10. Cho so d6 mang sau. PC-1 lién lac véi PC-2. Hiy xac dinh céc théng sé vé dia chi
IP va dia chi MAC khi dit liéu xuat phat tir PC-1?

IP:172.16.12.1/30 IP: 172.16.12.2/30
MAC: 2222.2222.1111 MAC: 2222.2222.2222

IP: 192.168.10.1/24
MAC: 1111.1111.1111

Fa0/0 | IP:192.168.20.254/24
MAC: 3333.3333.2222

IP: 192.168.10.2/24 IP: 192.168.20.50/24
MAC: 0000.1111.1111 MAC: 0000.2222.1111
Default Gateway: 172.16.10.1 Default Gateway: 172.16.20.254



A. Source IP=192.168.10.2
Destination 1P=192.168.20.50
Source MAC=0000.1111.1111
Destination MAC=0000.2222.1111

C. Source 1P=192.168.10.2
Destination 1P=192.168.10.1
Source MAC=0000.1111.1111
Destination MAC=1111.1111.1111

PHAN II. TU LUAN (7 diém)

Cho so d6 mang:

IP: 192.168.12.1/30
MAC: 2222.2222.1111

IP: 172.16.10.1/28
MAC: 1111.1111.1111

IP: 172.16.10.2/28
MAC: 0000.1111.1111
Default Gateway: 172.16.10.1

B. Source 1P=192.168.10.2
Destination 1P=192.168.20.50
Source MAC=0000.1111.1111
Destination MAC=1111.1111.1111

D. Source IP=192.168.10.2
Destination 1P=192.168.20.50
Source MAC=3333.3333.2222
Destination MAC=0000.2222.1111

IP: 192.168.12.2/30
MAC: 2222.2222.2222

IP: 172.16.20.1/24
MAC: 3333.3333.2222

DNS server

server
IP: 172.16.20.50/28
MAC: 0000.2222.1111
Default Gateway: 172.16.20.254

1. (2 diém) Xéac dinh day dia chi IP (range IP) ciia LAN két néi véi router R1 (NET-

1)

172.16.10.1/28 — 172.16.10.14/28
2. (2 diém) Xac dinh céc thdng sé trong bang dinh tuyén caa router R1 va R2 dé hé
thdng mang trén lién théng véi nhau, theo mau sau:

Bang dinh tuyén cua Router:

R1:

| Destination-network | Subnet-Mask

|  Out-Going | NextHop |




interface

172.16.10.0 255.255.255.240 | Fa0/1

192.168.12.0 255.255.255.252 | Fa0/0

172.16.20.0 255.255.255.0 Fa0/0 192.168.12.2

R2:
Destination-network Subnet-Mask Out-Going Next Hop

interface

172.16.20.0 255.255.255.0 Fa0/0

192.168.12.0 255.255.255.252 | Fa0/1

172.16.10.0 255.255.255.240 | Fa0/1 192.168.12.1

. (1 diém) Gia st hé théng mang the so do trén da duoc cau hinh dinh tuyén, cac
chinh sach diéu khién truy cap chua dugc cau hinh, nhung PC-1 khong thé lién lac
duoc bang 1énh ping toi Web Server, mic du tir router R2 va cac DHCP server va
DNS server vang ping duoc téi Web server binh thudng. Dya vao cac thdng sé
trén so do, hdy giai thich nguyén nhan? Cach khic phuc nhu thé nao?

- Do dia chi default gatewayy trén Web server dat sai, dat dung phai la
172.16.20.1

- Sira lai subnet mask trén web server /24

. (I diém) Gia sir cac PC & NET-1 dugc cap phat IP ty dong tir DHCP Server. Dya
vao so do mang trén, giai thich co ché xin IP dong cia cac PC ¢ NET-1?

Cac PC thugc NET-1 nam khac broadcast domain véi DHCP server, do dé dé céc
PC thugc NET-/ xin dwoc IP tir DHCP server, trén Router R1 sé c4u hinh lam
chite ndng DHCP Relay Agent (trung gian) dé chuyén tiép yéu cau xin IP tir cac
PC thugc NET-/ dén DHCP Server.

. (I diém) Hay trinh bay so lugc cac théng sb cau hinh trén DNS server va trén cac
PC & NET-1 dé cac PC nay co thé truy cap toi Web Server qua tén mién
fit.hcmute.edu.vn.

Trén cac PC thugc NET-1: Trong cdu hinh card mang, cac PC ¢ NET-1 ch/ dia
chi DNS tgi may DNS server
Trén DNS server:
o Cau hinh record A (forward lookup zone) — anh xa fit.hcmute.edu.vn <-->
172.16.20.50



o Cau hinh record PTR (reverse lookup zone) — &nh xa 172.16.20.50 <--
>fit.hcmute.edu.vn



